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C Y B E R S E C U R I T Y  
M AT U R I T Y  A S S E S S M E N T

To optimize your cybersecurity program—people, processes, technology—ISACA and CMMI recommend an  
enterprise-wide capabilities and risk assessment, starting with revamped workflow.

• Validate organizational risk appetite
• Review and approve priorities
• Consume summarized metrics

• Validate maturity/resilience targets
• Review/assess cost of ownership 

data against risk targets
• Prioritize remediation and gaps
• Summarize/consolidate metrics

• Set controls, risk-mitigation measures
• Measure control resiliency 
• Collect cost of ownership data
• Validate tie between controls and risks
• Measure against KPIs and report performance

• Evaluate/assess risk profile
• Assess threats (internal/external)
• Set risk targets per risk appetite
• Set/review/validate KPIs
• Set total cost of ownership targets for risk  

control measures
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